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1 Executive Summary

In this deliverable, we describe the initial version of the  FuturePulse  platform, which
will be the basis of all three FuturePulse applications to be used by Pilot Users, and is
based on the requirements and the architecture predefined in  earlier  stages of  the
project. 

The front end interface of the platform, has been developed based on the feedback and
user stories described by the Pilot  Users and also includes technical  elements and
components regarding the registration and login of a user, uploading audio files to the
system and information regarding the communication with the back end. 

On the other hand, the back end system includes extensive information regarding the
integration layer, the message broker, the web socket, the audio files repository and
the  authentications  server  technologies,  supported  with  information  about  their
respected APIs where possible and relevant, all based on the initial architecture and
functional requirements described by all three Pilot Users. 
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2 Introduction and Relation to other WPs/Tasks

The objective of this document is to present in a detailed way, the first prototype of the
FuturePulse platform, which is the basis of the three FuturePulse applications to be
developed in a later stage, based on the requirements described by the three Pilot
Users. This document can be considered as a reference point  for the development
work that has be taken place in WP2, WP3 and WP4. 

The decisions and activities presented in this deliverable are subject to refinements
and modifications, based on the progress of the technical work packages, as well as
the validation and evaluation  phases.  Possible  modifications will  be reported in the
future deliverables  regarding the three applications,  such as D4.4 FuturePulse use
case applications v1 (M18), D4.5 FuturePulse use case applications v2 (M24), etc. 

What  is  critical  to  mention,  is  that  the  current  deliverable  includes  information and
details on activities and actions that took place until the time this deliverable is written,
however as integration is a live and ongoing procedure, a number of additions and
changes  might  happen  within  a  short  period  after  this  deliverable  gets  submitted.
Moreover,  whenever  a  new  component  introduces  additional  functionalities  and
capabilities, these will be integrated in the platform as soon as possible. 

Except  Sections  1  and  2 which  can  be  considered  as  introductory  sections,  the
deliverable is organized as follows: 

 Section 3, presents the prototype version of the front end of the FuturePulse
platform, by providing extensive information of the communication mechanism
with the back end, the register and login components and the upload files com-
ponents. Moreover, it provides a first set of screenshots from the existing plat-
form. 

 Section 4, provides an updated version of the architecture and detailed inform-
ation about the backend system. More specific it presents a clear overview of
the integration layer, the message broker, the web socket, the audio files repos-
itory and the authentications server technologies,  supported with information
about their respected APIs where possible and relevant. 

 Section 5, provides brief information regarding the live documents and commu-
nication and files repositories and tools, used by the consortium to coordinate
and share information about the work implemented.  

 Section 6, provides the results and conclusions of the deliverable.

Grant Agreement Number: 761634 – FuturePulse – H2020-ICT-2016-2/ICT-19 Funded by the 
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3 Front end/ Visualizations

In order to properly and effectively produce a functional and flexible front end for this
first  FuturePulse  prototype,  APIs  described  in  D2.2  High-level  music  content
analysis and  D3.1 Predictive Analytics and Recommendation Framework have
been integrated. Moreover, an analysis of the endpoints and a mapping with the first
version of the requirements of the project (see D1.2 FuturePulse Requirements v1) has
taken place. 

More  specific,  for  this  first  prototype,  the  requirements  concerning  popularity  and
recognition streaming statistics and predictions per artist and track, as well as music
attributes per track: genre, BPM, Major/minor, etc, have been taken into account. 

Visual components (see D4.2 Visual analytics for music) have been adapted to the
data  obtained  after  testing  all  the  APIs  available.  For  this  first  prototype,  all  the
components are created using the Angular 5 framework. This first prototype can be
accessed at  

Figure 1: Artist View

3.1 Communication with Backend

The Dashboard communicates with the Orchestrator  server over HTTP protocol  for
batch uploading.  A REST API  request  is  sent  on every batch upload.  The request
contains the audio files the user has selected, the file metadata (artist  name, track
name, album name) and, optionally the folder structure to which the files should be
loaded (e.g.” artist/album”). 

When the user navigates to Dashboard’s Upload view, a web socket connection is also
established to Orchestrator. This connection allows Orchestrator to send, in real-time,
messages to Dashboard.  These messages notify  Dashboard whether  the batch,  of
audio files uploaded, is successfully stored in Audio Files Repository.

3.2 UI components

3.2.1 Register component

Initially, the user should register in Dashboard with Register view. The view contains a
registration form where the user enters an email and a password and selects a group
of predefined groups listed.

Grant Agreement Number: 761634 – FuturePulse – H2020-ICT-2016-2/ICT-19 Funded by the 
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Users belonging to the same group share the files they have uploaded with all  the
users of this group.

3.2.2 Login component

As soon as the user is registered successfully, the Login view is displayed. This view is
used for user authentication. It contains a form in which the user must complete the
email and the password, that were used during registration, for a successful login.

Once the authentication is successful, the JWT token retrieved from the FuturePulse
Auth server is stored on client side (Local Storage of the Dashboard). Each subsequent
request will include the JWT in the Authorization headers using the Bearer schema,
allowing the user to access a protected resource/endpoint.

Figure 2: FuturePulse log in screenshot

3.2.3 Upload files component

The user can upload batch of audio files to Audio Files Repository through the Upload
view.

At first, when the user navigates to the Upload view, a button is available that allows
him/her  to  interact  with  the  file  system  and  select  the  preferred  audio  files  for
uploading.  One  or  many  files  can  be  selected.  Once  submitted,  a  form  with  the
selected files is displayed for further review and maintenance.

It is possible to add new files or remove existing ones. Additional information such as
the  artist  name,  track  name  and  album  name  must  be  entered  to  each  file.  File
metadata is used by Orchestrator for uniquely identify the ISRC of the uploaded audio
files.

It is also possible for the user to enter a folder structure into which the files should be
loaded (e.g.” artist/album”). Folder structure is not mandatory.

Once the upload request  is  sent,  an  operation bar  is  displayed  to inform the user
whether the batch of audio files has been successfully stored in Audio Files Repository.

Grant Agreement Number: 761634 – FuturePulse – H2020-ICT-2016-2/ICT-19 Funded by the 
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3.3 Search Artists and Tracks

Moreover, a dedicated search function has been developed so that the user can query
any desired artist or track in FuturePulse database. 

Once the search is done, the available information will be presented, either in the artist
or track view, with the corresponding statistics and analytics, as well as the information
to refer to the artist or band (name, title and relevant links).

Figure 3:Search Function

3.4 Popularity, recognition and trends

All analytics available in the SQL databases through the Orchestrator API have been
integrated to the front end in order to expose all relevant data to the end user.

Figure 4: Trends and popularity values

For this first prototype, we retrieved and showed streaming values over time, which are
the following:

 Spotify

o Followers

o Popularity

Grant Agreement Number: 761634 – FuturePulse – H2020-ICT-2016-2/ICT-19 Funded by the 
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 Facebook

o Fans

o People Talking

 YouTube

o Subscribers

o Views

 Deezer

o Fans

 Twitter

o Followers

 LastFM

o Listeners

o Plays

 Soundcloud

o Followers

3.5 Summary

The first prototype of the FuturePulse platform serves as a test bed for components
and visualizations to be adjusted and modified for the 3 FuturePulse applications to be
used by Pilot Users. Throughout the following months a number of components and
visualization  will  be  integrated,  such as  the  IRCAM Music  Description  Component,
Vericast, etc., in order to ensure that user requirements will be met before entering the
first pilot phase. 

Grant Agreement Number: 761634 – FuturePulse – H2020-ICT-2016-2/ICT-19 Funded by the 
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4 Integration Layer

The orchestrator  component  encapsulates  all  actions  required by  the  FuturePulse
platform in order to run smoothly. Among its responsibilities is the communication with
the  audio  files  repository  hosted  in  Amazon  S3  as  well  as  the  broadcasting  of
notification events to any other component that is interested in. It can be also used to
synchronize  the  execution  of  the  various  FuturePulse components  in  case  of
interdependencies  between  them.  In  the  figure  that  follows,  the  overall  system
architecture is depicted where the workflows of the orchestrator component are shown.
More specifically, the orchestrator component has implemented and exposes an API
for  accessing  the  audio  files  repository  and  also  one  websocket  connection  that
exposes  the  audio  files  upload  status  notifications.  Moreover,  the  orchestrator
component handles the ingestion of new audio files not only in the S3 repository but
also in each other component’s own database. 

Figure 5: Overall Architecture

The source code of the orchestrator component is available in ATC’s Gitlab repository:
. 

4.1 Message Broker

In general,  having an architecture where the processing components (the ones that
process  and  produce  some  kind  of  output)  are  decoupled  from  the  consumer
components (the ones that need either to visualize or process further some kind of
input)  is  a  good  idea  since  it  leads  to  an  asynchronous  model  of  communication,

Grant Agreement Number: 761634 – FuturePulse – H2020-ICT-2016-2/ICT-19 Funded by the 
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eliminating thus any direct hardcoded dependencies between the various components.
For example the functionality that refers to the batch upload of a set of audio files can
be a time-consuming action so triggering the upload and then be notified whenever the
upload has been finished seems reasonable and effective. 

A message bus pipeline has been setup and configured based on the Apache Kafka1

platform. Kafka is a distributed streaming platform that can store streams of events in a
fault-tolerant durable way. It stores the streams of events in categories called topics. A
topic for tracking the status events that are related to the audio files batch uploads has
been created. Those notifications are exposed to the Dashboard through a web socket
connection. 

4.2 Web Socket

A web socket  endpoint  is  exposed by the orchestrator  component  for  real-time bi-
directional  communication.  The  endpoint  exposes  the  “upload”  channel  that
corresponds to the “upload” topic  of the message broker and consumes messages
from that topic.

The Dashboard connects to this endpoint in order to receive notifications on the status
of the audio files that have been requested for upload. Connection is established at  
over a single TCP connection. Once connected, the Dashboard should subscribe to
“upload” channel in order to listen for the notification messages: 

{"id":"5c108734-25b9-49d9-adb6-5d9dbbf6f9af ","status":"Success"}

In  the  current  version,  the  web  socket  endpoint  is  used  for  uploading  notification
messages.  Possibly  in  the future,  it  can be used for  covering more scenarios that
involve  full-duplex  communication  between  the  Dashboard  and  the  backend
components. 

4.3 Audio Files Repository

The repository that hosts the audio files of the FuturePulse platform is based on the
Amazon  S3  (Simple  Storage  Service)2 cloud  object  storage.  The  orchestrator
component acts as a wrapper around the AWS SDK3 for Java 2.0 and exposes an API
for handling the S3 operations, specifically uploading to as well as downloading from
the S3 repository. The AWS SDK offers the TransferManager class to reliably transfer
files  from the  local  environment  to  Amazon  S3  and  to  copy  objects  from one  S3
location to another. TransferManager can get the progress of a transfer and pause or
resume  uploads  and  downloads.  Through  a  simple  API,  the  Amazon  S3
TransferManager  achieves  enhanced  throughput,  performance,  and  reliability  by
making extensive use of multi-threaded Amazon S3 multipart uploads. 

Storage

The basic storage units of Amazon S3 are objects which are organized into . A bucket,
called  “fp-audio”,  has  been  created  to  host  the  audio  files.  The  bucket  has  been
created in the EU (Ireland) region to optimize latency, minimize costs, and comply with
regulatory requirements.

User policies

1   
2   
3   

Grant Agreement Number: 761634 – FuturePulse – H2020-ICT-2016-2/ICT-19 Funded by the 
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Only authorized users have access to the FuturePulse repository and the audio files. 
are used for sending authenticated requests to Amazon S3. An IAM user has been
created for that purpose. The user belongs to a specific group that has been granted
permission to list the audio files, store new files and retrieve existing ones from the “fp-
audio” S3 bucket.

Data protection

Audio files can be protected while in-transit (as it travels to and from Amazon S3) by
using SSL, and at rest (while it is stored on disks in Amazon S3 data centers) by using
the  Server-Side  Encryption.  That  means  that  Amazon  S3  encrypts  the  audio  files
before saving it on disks in its data centers and decrypt it when download is requested. 

Online process

The Orchestrator component exposes a REST API for storing audio files in the “fp-
audio” S3 bucket. A user can navigate to Dashboard’s Upload view, which make use of
that API, and upload audio files to S3.

Offline process

Although a registered user can upload audio files through the FuturePulse Dashboard,
an alternative way for uploading batches of datasets of audio files is also supported by
using the AWS CLI4. In order to execute the following commands an authenticated user
is required. 

Copies a single audio file in S3 (upload).

$ aws s3 cp <LocalPath> <S3Uri>

Example: aws s3 cp /home/audios/track.mp3 s3://fp-audio

Copies all local audio files under directory <LocalPath> in S3 (batch upload).

$ aws s3 cp <LocalPath> <S3Uri> --recursive

Example: aws s3 cp /home/audios/ s3://fp-audio --recursive

Lists all S3 objects under an S3 bucket.

$ aws s3 ls <S3Uri> 

Example: aws s3 ls s3://fp-audio

Copies an audio file from S3 locally (download).

$ aws s3 cp <S3Uri> <LocalPath>

Example: aws s3 cp s3://fp-audio/track.mp3 /home/audios/

Copies all files under S3 bucket <S3Uri> locally (batch download).

$ aws s3 cp <S3Uri> <LocalPath> --recursive

Example:  aws  s3  cp  s3://fp-audio  /home/user/audios/

4   
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--recursive

4.3.1 API Description

Upload Endpoint

Upload one or more files in the Audio Files Repository. This API does not guarantee
that  all  files  was  successfully  uploaded.  It  simply  guarantees  that  a  request  for
upload has successfully reached the orchestrator component. 

Method POST

Path /upload/audio

Parameters keyPrefix It is the bucket structure that the audio files
will be stored into. It is optional and provides
a way to categorize the data storage in Audio
File repository.

Example: Celebration/Madonna

Body audioFiles The list of audio files to be uploaded.

Parameter’s content type is form-data.

info This is a text file that includes the metadata
of  the  audio  files.  For  each  audio  file,  the
name of the file, the album it belongs and the
name of the artist should be added. 

This is a mandatory parameter.

Parameter’s content type is form-data.

Sample content:

[
  {
    "fileName": "Like a Virgin.mp3",
    "audioTitle": "Like a Virgin",
    "artistName": "Madonna",
    "albumName": "Celebration"
  }
]

Response
Example

{
    "id": "5c108734-25b9-49d9-adb6-5d9dbbf6f9af"
}

Where:

- id is a unique identifier of the uploaded batch

Swagger5 is an open source tool that allows you to describe the structure of your APIs
offering  some  nice  visualizations.  It  has  been  setup  and  configured  on  the
orchestrator’s API exposed and it is available at .  

5  
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Figure 6: Orchestrator component APIs

4.4 Authentication server

The authentication mechanism of  the  FuturePulse platform is  based on the JSON
Web Tokens. JSON Web Token (JWT) is an open standard that defines a compact and
self-contained way for securely transmitting information between parties as a JSON
object. This information can be verified and trusted because it is digitally signed. JWTs
can be signed using a public/private key pair using the RSA6 algorithm, which is an
asymmetric encryption and digital  signature algorithm. Signed tokens can verify the
integrity of the claims contained within it, while encrypted tokens hide those claims from
other parties. When tokens are signed using public/private key pairs, the signature also
certifies that only the party holding the private key is the one that signed it, in this case
the FuturePulse Auth server component. Once the user is logged in the Dashboard,
each subsequent  request  will  include the JWT, allowing the user to access routes,
services, and resources that are permitted with that token. 

In the figure that follows the authentication/authorization worflow is depicted. On step 1
an  already  registered  user  signs  in  the  platform  using  its  credentials
(username/password). Then the Auth server generates a signed JWT and returns it.
The Dashboard stores the JWT in the local storage for as long as the user is signed in.
The JWT is  then passed  transparently  on every  API  request  in  the  ‘Authorization’
header follwoing the Bearer schema. The Auth server exposes a validation API for
validating JWT’s signature and also for checking whether the JWT has been expired or
not. 

6   
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Figure 7: Authentication workflows

The Authentication server URL is . 

Users are categorized into groups. Users belonging to the same group have the right to
view all  the  audio  files  and  analysis  metadata  belonging  to  this  group.  During  the
registration phase, the user must select a group to register.

4.4.1 API description

Group Endpoint

Add new group. Authorization is required for this request.

Method POST

Path /group/add

Body group The data that defines a group such as the name of
the  group,  the  date  until  the  group  is  valid,  the
corresponding  configuration.  Also,  a  list  of  users
that belong to that group can be added.

Parameter’s content type is json.

Example:

{
  "configuration": "futurepulse201809",
  "name": "Group1",
  "validity": "2020-12-31"
}

Response

Example

Group Endpoint

Grant Agreement Number: 761634 – FuturePulse – H2020-ICT-2016-2/ICT-19 Funded by the 
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List all available groups

Method GET

Path /group/list

Response
Example

[
    {
        "id": 1,
        "name": "Group1",
        "configuration": "futurepulse201809",
        "validity": "2020-12-31"
    }
]

Group Endpoint

List all users in a specific group

Method GET

Path group/list-users/<groupName>

Parameters groupName The  name  of  the  group  as  defined  on  group
addition

Response
Example

[
    {
        "username": "giotest1@atc.gr"
    },
    {
        "username": "giotest2@atc.gr"
    },
    {
        "username": "test@mail.com"
    },
    {
        "username": "frederic.cornu@ircam.fr"
    },
    {
        "username": "despoina_maria@htomail.com"
    },
    {
        "username": "test15@atc.gr"
    },
    {
        "username": "fabregot@gmail.com"
    }
]

Sign-up Endpoint

Register user to FuturePulse web application

Method POST

Path /auth/sign-up

Body user It  includes the username that  contains the user’s
email, password, and group that the user chooses
to belong from the predefined groups.

Parameter’s content type is json.

Grant Agreement Number: 761634 – FuturePulse – H2020-ICT-2016-2/ICT-19 Funded by the 
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Example:

{
    "username": "userFP@mail.com",
    "password": "1234",
    "group": {
    "name": "Group1"
    }
}

Response
Example

{
    "status": "User has been registered successfully."
}

HttpStatus 201 Created if user registered successfully
HttpStatus 500 if group does not exists
HttpStatus 409 Confict if username is taken

Login Endpoint

Login to FuturePulse web application. A JWT is returned on valid login

Method POST

Path /login

Body user User’s email and password

Example:

{
    "username": "userFP@mail.com",
    "password": "1234"
}

Response HttpStatus 200 OK on successful login

The token is returned as: 'Authorization: Bearer xxx.yyy.zzz'

HttpStatus 403 Forbidden otherwise

Validation Endpoint

Validate secure transmission

Method GET

Path /validate/token

Headers Authorization The authorization token

Example: Bearer xxxx.yyyy.zzzz

Response
Example

{
    "user": "userFP@mail.com",
    "group": "Group1"
}

Grant Agreement Number: 761634 – FuturePulse – H2020-ICT-2016-2/ICT-19 Funded by the 
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Swagger is configured for Authentication server and APIs are available at  /swagger-
ui.html 

Figure 8: Authentication server API s
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5 Live documents

In  order  to  effectively  track the status  of  the  APIs  delivered  by the technical  work
packages and to coordinate the integration activities a number of threads have been
created in the Basecamp, which is a collaboration tool. All related documents can be
found in the message board under the WP4 thread: .

Figure 9: Basecamp Live documents

In order to be on track with regard to the fulfilment of the requirements, a google doc
has  been  created
(https://docs.google.com/spreadsheets/d/1RoQErqYnsMd4NC1GFnow344AC4hJLH7R
P56L7CNgASw/edit#gid=0) that contains a mapping between the requirements and the
corresponding APIs that addresses those requirements. The integration team regularly
updates that table with the status of the APIs delivered by the technical work packages
and captures any dependencies that need to be handled by the integration layer. 

Adding to the above and as already mentioned in previous sections, the source code of
the orchestrator component is available in ATC’s Gitlab repository: , and the source of
the Auth server is available at: . 
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6 Results and Conclusions

6.1 Inferences and Conclusions

This deliverable reports the work carried out within Tasks 4.1, 4.2 and 4.3 over the first
period of  the project  and is  based on the work already described and delivered in
deliverables D4.1 and D4.2.  Back end Integration and visualization implementation is a
continuous work that is evolving as the project moves forward while it has to remain
consistent and in line with the design and implementation work being described in the
other technical work packages, as well as with the early pilot activities of the project. 

Moreover, it is evident that although some components have been implemented in the
back end, their visualization is not reported in the current document. This has occurred
mainly  because  the  consortium  has  not  concluded  to  a  joint  decision  about  its
respected visualization thus it was not possible to implemented yet, however it will be
included in the first version of the applications to be used and pilot test by the Pilot
Users. Adding to the above, back end component that have not been implemented yet,
it is foreseen to be finalized in the following months, based on the work implemented in
other technical work packages (mainly WP2 and WP3). 

6.2 Indicative Time plan

Based on the work described  in  the  DoW and in  previous  deliverables  and actual
needs of the project and the Pilot Users, the following figure provides an indicative time
plan for future activities. 

Figure 10: Indicative Time plan & Future Work

Future work will be reported in the following deliverables: 

1. D4.4 FuturePulse use case applications v1 (M18) 
2. D4.5 FuturePulse use case applications v2 (M24) 
3. D4.6 FuturePulse use case applications v3 (M30) 
4. D4.7 Final FuturePulse platform and applications (M36) 
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